                    *** Real-World to OSI Model ***

1. Physical (Layer 1) - Cable; NIC (Network Interface Card); Hubs (DOES NOT READ data passing through)

2. Data (Layer 2) - Frame (Ethernet); MAC Address; Extended Unique Identifier (EUI-48/64); Switches

3. Network (Layer 3) - IP Address; Routers; Packet; Filtering Firewall; Transparent Firewall; IPsec/IPv4/IPv6/ICMP

4. Transport (Layer 4) - TCP segment; UDP datagram

5. Session (Layer 5) - Control protocols; Tunneling protocols; Circuit Level Gateway Firewall; 

6. Presentation (Layer 6) - (If SENDING data) Application Encryption (SSL/TLS);

7. Application (Layer 7) - Your eyes; the way the application looks; Web Application Firewall; Load Balancer; 


                    *** Real-World to OSI Model ***

Physical Layer (Layer 1) [bit] - Tangible eletrical, light or RF - Responsible for sending bits over the network using Wire, radio waves, and fiber optics

Data Link Layer (Layer 2) [bit/frame] - Divides the data into frames. Also does error detections and correcting (request that data is retransmitted).

Network Layer (Layer 3) [packet/datagram] - Internet Protocol (IP); picks the route the packet is to take, and handles the addressing of the packets for delivery (logical addressing, routing, fragmentation, and reassembly)

Transport Layer (Layer 4) [segment] - Creates connections between systems and transfers data [TCP/UDP]; ensures that error-free data is given to the user (connection establishment, management, termination, acknowledgement and retransmission)

Session Layer (Layer 5) - Rules how systems talk to one another (which Protocol is used) - Manages the exchange of communications between systems

Presentation Layer (Layer 6) - How the services/data is represented and formatted for the user; Performs BOTH encryption/decryption

Application Layer (Layer 7) - Specific SERVICE of application; Determines how users interact with data; using web browsers and other applications. 

* NOTES

- Won't hear much about the OSI Model in practice because it is rarely used and difficult to map to real-world networks, but it is a MUST to know these 7 Layers because they are covered in the Security+ exam 



    *** Logical Way of Looking at the OSI Model ***


1. Layer 1 (Physical) [Carrier] - think of FedEx; delivers data via Wire, radio waves, fiber optics, etc


2. Layer 2 (Data Link) [Envelopes] - responsible for dividing all data correctly into sections going t


3. Layer 3 (Network) [Mail Room] - handles addressing of packets for delivery (logical addressing, routing, etc)


4. Layer 4 (Transport) [Middle Manager] - creates connections and determines rather to use TCP (Reliable) or UDP (Unreliable); 


5. Layer 5 (Session) [Lawyer] - manages communications; 


6. Layer 6 (Presentation) [Agent] - decides how the chosen service will be represented and perform; think of encryption/decryption; 


7. Layer 7 (Application) [Scribe] - provides a service; 
